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Abstract

This paper introduces the concept of an algopticon to theorize surveillance in the age of algorithmic governance and surveil-
lance capitalism. Building on earlier surveillance models— panopticon, synopticon, banopticon, and super-panopticon—the
algopticon represents a qualitative transformation in how power operates through data, prediction, and automation. Drawing
on Hegel’s concept of sublation (Aufhebung), the paper argues that the algopticon does not simply replace these earlier
frameworks but sublates them: it negates, preserves, and elevates their core logics into a new surveillance regime. Visibility
becomes invisibility; discipline becomes prediction; and observation becomes algorithmic categorization. By automating
control and embedding it into everyday life, the algopticon alters subjectivity, restructures agency, and deepens asymmetries
of power. Through comparative analysis, this paper shows how the algopticon consolidates disciplinary, synoptic, exclusion-
ary, and informational logics into a pervasive system of behavioral governance. It concludes by emphasizing the ethical and
political stakes of this shift and calls for algorithmic accountability, transparency, and democratic oversight to ensure that

emerging technologies serve justice rather than entrench inequality.
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1 Introduction

From its origins in informal community oversight, surveil-
lance has gradually become a highly structured and techno-
logically sophisticated tool of social organization and control
in contemporary societies (Lyon 2007; Marx 2016). From
Victorian-era gas lamps that illuminated streets for policing
to the omnipresent security cameras of the contemporary
era, surveillance practices have evolved alongside advances
in science and technology (Lyon 2001; Newell 2023). Sur-
veillance theorists have developed a range of frameworks
to analyze these ever-shifting surveillance practices, with
each capturing the socio-technical logics of its era (Marx
2015). Key concepts in this field include: (1) the panopti-
con, introduced by Jeremy Bentham (1791) and adapted by
Michel Foucault (1977) to explain the power of the few to
watch the many; (2) the synopticon, introduced by Mathiesen
(1997) to explain the gaze of the many on the few within a
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viewer-centric society; (3) the banopticon, introduced by
Bigo (2008) to examine surveillance as a mechanism for risk
management and exclusion of mobile populations deemed
as threats; and (4) the super-panopticon, proposed by Poster
(1990) to highlight the embedding of surveillance within
digital flows and decentralized systems.

These earlier frameworks have been further challenged by
the rise of algorithmic surveillance (Andrejevic 2019) and
surveillance capitalism (Zuboff 2019). Algorithms operate
opaquely yet pervasively to categorize, predict, and influ-
ence human behavior in ways that were once unimaginable
(Pasquale 2015). This shift to an algorithm-driven surveil-
lance paradigm calls for a new conceptual framework: the
algopticon (Jamil 2020). Building upon these earlier frame-
works, this paper will argue that the algopticon captures the
unique features of algorithmic surveillance—where cer-
tainty replaces uncertainty, invisibility replaces visibility,
and control becomes predictive and automated. This paper
contributes to the field of surveillance studies by tracing
and comparing the theoretical foundations of the panopticon,
synopticon, banopticon, and super-panopticon concepts,
and then introducing the algopticon as a novel framework
for understanding algorithmic surveillance. Through this
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analysis, this paper provides a comprehensive understand-
ing of how surveillance practices have evolved in response
to technological and societal shifts. The advent of the algo-
rithmic gaze raises significant ethical concerns surrounding
privacy, bias, and the redistribution of power in a data-driven
and Al-centric society (Marx 2015; Saheb 2023).

In recent decades, surveillance studies have grappled
with what Haggerty (2006) describes as the overuse and
the reification of the panopticon—a concept so dominant
it risks stifling analytical innovation and obscuring non-
panoptic forms of surveillance. As Haggerty and Ericson
(2000) argue, the model can narrow scholarly focus, thereby
sidelining newer dynamics, such as rhizomatic expansion,
decentralization, and data-driven abstraction of bodies into
‘data doubles.” These critiques are important to surveillance
theory because they open space for alternative frameworks
like the surveillant assemblage (Haggerty and Ericson
2000), control society (Deleuze 1992), and social sorting
(Lyon 2003). Yet while the panopticon may be exhausted
in some contexts, it remains foundational in others. Jamil’s
(2020) analysis of Uber reveals how panoptic logics—vis-
ibility, centralization, ranking, and discipline—have not
vanished but evolved. App-based control, real-time moni-
toring, and digital confinement reinvent the panopticon for
the algorithmic age. The Uber algopticon is neither architec-
tural nor reliant on human observers, but it retains an “all-
seeing power” that automates discipline and induces self-
monitoring. Far from obsolete, the panopticon persists as
what Lyon (2006: 4) calls “a ghost lurking within the post-
panoptic world,” haunting even decentralized, data-driven
systems. While Lyon (2007) rightly critiques the model’s
limitations—its overgeneralization and neglect of digital
interactivity—he acknowledges its continued relevance in
enclosed spaces like prisons and workplaces, where disci-
plinary architectures endure. Likewise, Foucault’s insights
into power, subjectification, and institutional control remain
important for understanding how norms are internalized—
even through algorithmic mediation. As Caluya (2010)
reminds us, many critics conflate Bentham’s architectural
design with Foucault’s broader panopticism, which is not
a fixed structure but a ‘machine of power’ that organizes
space, time, and knowledge. This paper, therefore, uses the
panopticon not as an endpoint, but as a historical and con-
ceptual starting point—an indispensable historical precursor
to the algopticon. As will be shown, the algopticon sublates
the panopticon—preserving its core logics while surpassing
its spatial and human limitations through predictive algo-
rithms and distributed control.

The algopticon is not merely a rhetorical addition but a
dialectical development. Its conceptual justification rests on
a dialectical understanding of historical development, and
here Hegel’s (1977) notion of sublation (Aufhebung) offers
a theoretical foundation. To sublate (aufheben) involves a
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dialectical process in which earlier stages are not simply
negated or discarded but are preserved and transformed,
allowing development to move forward through contradic-
tion and continuity. Thus, what is sublated (aufgehoben) is
at the same time both preserved and changed (Hegel 1969).
In this sense, the algopticon does not erase panopticon, syn-
opticon, banopticon, or super-panopticon, it sublates them
by integrating the logics of panoptic visibility (panopticon),
mass-mediated reciprocity (synopticon), and risk-based
exclusion (banopticon) into a new architecture of invisible,
predictive, and pre-emptive control. This is not a lateral
proliferation of metaphors, but a vertical transformation: a
qualitative shift in the surveillance assemblage that requires
a distinct conceptual framework. The algopticon can thus
earn its place not as a novelty concept but as a dialecti-
cal culmination—a form of surveillance that negates older
models’ visible architectures, preserves their underlying
aims—such as discipline, control, risk management—and
transcends them through algorithmic automation. Without
a concept like the algopticon, we risk analytically flattening
a profound historical development and missing the unique
characteristics of algorithmic-driven surveillance.

2 Panopticon: the few watch the many

Jeremy Bentham proposed the panopticon in the late eight-
eenth century as a design for an ideal prison based on maxi-
mum visibility and minimal force. The structure placed a
central watchtower within a circular arrangement of cells,
ensuring that all prisoners could be observed from a single
vantage point. This design was grounded in the belief that
visibility could enforce discipline, and that the uncertainty
of whether one was being watched would induce self-regula-
tion (Bentham 1791). Bentham’s utilitarian-based intention
was to create a cost-effective mechanism for social control
that reduced the need for physical force (Weinreich 2021).
Michel Foucault revitalized the concept in his seminal work
Discipline and Punish (1977), transforming it from a prison
blueprint into a broader metaphor for modern disciplinary
societies. Foucault argued that the panopticon exemplified
how power in modern societies operates through surveil-
lance, normalization, individualization, and self-regulation.
According to Foucault, the panopticon’s ability to create
uncertainty allows institutions to maintain control without
direct coercion, fostering a sense of internalized discipline.
For Foucault, power is not centralized solely in a singular
authority but is dispersed throughout society, requiring indi-
viduals to self-regulate their behavior due to the omnipresent
threat of surveillance (Lyon 2007).

The panopticon is characterized by three key features:
1. Hierarchical Power Structure: Power is concentrated in
the hands of a few observers who control the many. This
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division between observer and observed underpins social
power and is reflected in modern institutions that monitor
populations through surveillance mechanisms (Foucault
1977). 2. Uncertainty and Internalized Control: The uncer-
tainty of being watched compels individuals to self-regulate.
The mere possibility of surveillance produces a disciplinary
effect, leading people to internalize the gaze of authority
(Manokha 2018). 3. Visibility as Discipline: The panop-
ticon’s architecture emphasizes visibility. Surveillance is
embedded in the structure, making authority seem omnipres-
ent. Though individuals may not know when they are being
observed, the visible potential of observation keeps them in
a constant state of vigilance (Foucault 1977).

While the panopticon was conceived as a physical struc-
ture, its principles resonate in contemporary forms of sur-
veillance. In schools, workplaces, and urban environments,
surveillance technologies enforce discipline and conform-
ity (Stacy and Rodriguez 2023). CCTV cameras, for exam-
ple, replicate the panopticon’s dynamics of visibility and
uncertainty, as individuals modify their behavior knowing
they might be watched (Koskela 2003). Moreover, digital
technologies have extended the reach of the panopticon into
virtual spaces. Employers monitor employees’ productiv-
ity (Manokha 2020), schools track students’ online activi-
ties (Pangrazio et al. 2023), and governments collect vast
amounts of data through surveillance programs (Rubinstein
et al. 2014). Social media platforms also use algorithms to
monitor user behavior, creating a digital panopticon where
individuals are aware of their visibility to tech corpora-
tions but unsure of when or how they are being watched
(Zuboff 2019). The digital transformation of surveillance
does not simply replace Bentham’s model but rather sub-
lates it: the logic of visibility is retained in the awareness of
constant monitoring, while its spatial architecture gives way
to invisible, ambient algorithmic control. In this way, the
panopticon’s core elements—discipline through uncertainty,
visibility as control, and asymmetrical power—are both pre-
served and transcended, reconstituted within contemporary
infrastructures, such as social media, workplace monitoring
systems, and state surveillance programs.

3 Synopticon: the many watch the few

Introduced by Thomas Mathiesen (1997), the synopticon
concept inverts the top-down power dynamics of the panop-
ticon, positing a society where the many watch the few. Mass
media and emerging digital technologies enable the general
public to scrutinize the powerful, reversing traditional sur-
veillance models in which the few observe the many. This
shift aligns with the rise of new forms of media and tech-
nology, such as television, reality shows, and social media
platforms, which democratize the capacity for surveillance

(Ellis 2021). Mathiesen expanded on Foucault’s theories by
arguing that surveillance was no longer just a tool for elites
to control the masses, but was increasingly a mechanism
of public accountability. It allowed ordinary people to act
as active spectators and critique politicians, celebrities, and
public figures (Doyle 2011).

One defining feature of the synopticon is the mass medi-
ation of surveillance, where citizens—armed with digital
devices and internet access—can participate in observing
elites. Television, internet, and social media platforms allow
users to watch events in real time, share them instantly, and
form collective opinions about those being scrutinized
(Shang et al. 2017). The scale of these mediated observa-
tions expands the power of the public gaze, transforming it
from traditional passive viewership into an active, participa-
tory model (Mundt et al. 2018). By enabling individuals to
engage in the surveillance of institutions and individuals,
social media has the ability to promote social accountability
and democratize the process of observation.

Another key feature of the synopticon is voluntary par-
ticipation. Unlike the panopticon, where surveillance is
imposed and constant, individuals in the synopticon often
choose to expose themselves to public observation (Bauman
and Lyon 2013) although this participation is often driven
by social, economic, or platform-specific pressures that limit
true voluntariness. Politicians, celebrities, and influencers
share aspects of their lives on social media, creating an illu-
sion of accessibility, authenticity, intimacy, and transparency
(Manning et al. 2017; Marwick and Boyd 2011). The desire
for visibility is a powerful motivator as public figures invite
observation to gain and maintain relevance, enhance their
status, or gain economic capital. But while they can curate
their own visibility, they also risk being subjected to public
judgment as social media platforms amplify public reactions
(Rost et al. 2016). From a Hegelian perspective, the synop-
ticon sublates the panopticon—it preserves the disciplinary
function of surveillance but transforms it through voluntary
exposure and mass mediation, converting coercive observa-
tion into a dynamic of self-display and mutual watching.

While social movements like #MeToo and Black Lives
Matter exemplify the democratic potential of the synopti-
con, they also reveal its constraints. The commodification
of visibility and the manipulation of media narratives can
reinforce elite control even within the ostensibly egalitar-
ian space of social media (Andrejevic 2014). Moreover,
the rise of surveillance capitalism (Zuboff 2019) means the
platforms that enable the synopticon are exploiting the very
participants they empower because they capture data about
their behavior and interactions in ways that benefit corpo-
rate interests. The synopticon, therefore, remains a contested
terrain, where the power of the many to watch the few is
intertwined with the growing surveillance capacities of insti-
tutions and corporations. As such, the synopticon reflects
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both the democratization of surveillance and the concentra-
tion of power in the hands of a few corporations and media
conglomerates.

The synopticon also fosters an illusion of accountability,
where the powerful appear to be held in check by the watch-
ful eyes of the public. However, the deeper structural dynam-
ics of power often remain unchallenged as the spectacle of
surveillance frequently fails to disrupt entrenched social
hierarchies (Bauman and Lyon 2013). While scandals may
provoke public outrage, the public’s capacity to substantially
influence those in power is often limited because the public’s
gaze often takes the form of reciprocal ‘social surveillance’
(Marwick 2012) that fails to result in meaningful social or
political change. Thus, while the synopticon holds signifi-
cant potential for societal transformation, its impact is ulti-
mately shaped by broader structural forces that determine
how surveillance is mediated and who controls the narratives
within these spaces. As Doyle (2011) argued, the synopti-
con contributes to social control not through coercion, but
through distraction, seduction, and pacification. While the
many are often fixated on entertainment and sensationalized
news, they are less likely to become engaged in political
activism or critical resistance (Bauman 2000).

Building on Mathiesen’s synopticon, Serdar (2023) pro-
poses the omnipticon as a further sublation that captures
the shift to networked, lateral, and self-reflexive surveil-
lance. The omnipticon describes a shift toward a networked
system facilitated by digital technologies and social media,
where everyone watches everyone. Unlike the panopti-
con which enforces discipline through the fear of being
watched the omnipticon thrives on voluntary participa-
tion, blurring the lines between surveillance and self-dis-
play. In this "I am seen, therefore I am" era (Bauman 2010:
20), individuals engaging in what Andrejevic (2004b) calls
‘lateral surveillance’ willingly expose their private lives to
others. Driven by the desire for visibility, social validation,
and status, they contribute to a culture of transparency and
digital exhibitionism. This transformation reinforces social
control through implicit pressures rather than overt coer-
cion, shaping a society where people perceive themselves as
free while unknowingly or knowingly conforming to mass
surveillance and commodified self-presentation (Bauman
2010).

4 Banopticon: the unwanted are excluded

Didier Bigo (2008) introduced the concept of the banop-
ticon to describe a shift in surveillance from observation
and discipline to risk management and exclusion. Emerg-
ing in the context of globalization, immigration, post-9/11
counterterrorism strategies, and border security regimes,
the banopticon framework is concerned with how states
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and institutions use surveillance to pre-emptively catego-
rize, restrict, exclude, or ban individuals identified as secu-
rity threats (Bigo 2002; Huysmans 2006). The banopticon
emphasizes the role of surveillance in managing borders,
immigration policies, and the growing securitization of
everyday life. In this framework, surveillance is not just
about discipline (as in the panopticon) or distraction (as
in the synopticon), it is about defining and controlling
who is deemed worthy of inclusion in society—and who
is not (Bauman 2004). Banoptic-like surveillance oper-
ates through tools, such as databases, biometric systems,
and risk profiling, which target migrants, asylum seekers,
refugees, and other ‘unwelcome’ individuals (Manley and
Silk 2014). These systems often function in opaque ways,
leaving perceived security threats vulnerable to decisions
made outside normal juridical procedures, human rights
conventions, and democratic norms (Macdonald and
Hunter 2019).

Unlike the panopticon—where surveillance centers on
normalization and inclusion—the banopticon focuses on
exclusion as its primary method of control. Those deemed
risky or dangerous are segregated, restricted, or blocked
from certain societal privileges, such as migration, access
to resources, or participation in public life (Macdonald and
Hunter 2013). These exclusions can take the form of prac-
tices like the denial of visas, deportation, or placing indi-
viduals on no-fly lists (Nagra and Maurutto 2020). Often,
these decisions are based on political and racial profiling,
which can exacerbate inequality (Fassin 2013).

A key feature of the banopticon is pre-emption—the prac-
tice of anticipating, predicting, and preventing risks before
they materialize (Bigo 2008). Surveillance technologies
are not only used to monitor individuals but also to predict
future actions, such as potential acts of terrorism or crimi-
nal behavior (Brayne and Christin 2021). This anticipatory
approach relies on sophisticated data analysis and profil-
ing methods, where decisions about people’s movements,
rights, or freedoms are made based on predicted behaviors
rather than just actual events (Andrejevic 2017; Caldwell
et al. 2020).

The banopticon is particularly evident in contemporary
border control systems, which have become increasingly
automated through technologies like biometric passports,
visa application algorithms and facial recognition systems
(Sanchez del Rio et al. 2016). These technologies create a
digital divide by categorizing individuals as either approved
or excluded based on predetermined criteria, often with
limited recourse for appeal or transparency (Zuboff 2019).
Denial of entry, deportation, and restrictions on movement
are direct manifestations of this system, which seeks to pre-
vent risks but may not sufficiently account for the rights,
context or circumstances of those classified as ‘data sub-
jects’ (Bigo et al. 2012).
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The banopticon also plays a significant role in coun-
terterrorism practices, where surveillance targets specific
populations based on racial or religious profiles (Yazdiha
2023). This has sparked significant ethical debates, par-
ticularly regarding racial profiling and its disproportion-
ate impact on marginalized communities (Sian 2017). For
example, Muslims and individuals from certain countries
are often disproportionately scrutinized in airport security
systems (Sharma and Nijjar 2018), illustrating the intersec-
tion of surveillance, ethnicity, religion, and biopower. These
racialized surveillance practices can contribute to systemic
inequalities, further alienating already vulnerable popula-
tions (Alimahomed-Wilson 2019).

In Hegelian terms, the banopticon sublates the pano-
pticon: it retains the logic of surveillance and behavioral
control but transforms it by shifting the focus from internal-
ized discipline to pre-emptive exclusion—elevating older
methods into a more securitized and anticipatory regime of
governance. While the panopticon focused on the internali-
zation of norms through visibility, the banopticon preserves
this monitoring impulse but transforms it into a predictive
regime centered on profiling and exclusion.

More broadly, the securitization of everyday life—where
security practices are applied to citizens in ways similar to
the exclusion of outsiders—has become a widespread phe-
nomenon (Bajc and de Lint 2011; Low 2017). Cities increas-
ingly adopt ‘smart’ surveillance technologies that monitor
not only physical borders but also social and cultural bound-
aries, marking the extension of the banopticon into urban
spaces (Firmino and Duarte 2016). This growing trend of
surveillance in the public sphere—often framed as neces-
sary for safety and commerce (Lyon 2007)—can lead to the
exclusion of those perceived as threats to societal norms
(Wakefield 2005). This extension into urban life blurs the
line between traditional state-led security and pervasive
algorithmic surveillance, thereby foreshadowing the logics
of the algopticon.

5 Super-panopticon: the networks watch
the many

Mark Poster (1990) introduced the concept of the super-
panopticon to extend Foucault’s idea of the panopticon into
the context of digital and information technologies. While
Foucault’s panopticon focuses on visibility and control of
individuals within physical spaces, the super-panopticon
operates through decentralized and distributed systems,
such as databases and networks. Surveillance is embedded
in everyday digital interactions, rather than being confined
to specific institutions or physical spaces (Lyon 2007). Thus,
the super-panopticon sublates the panopticon: it preserves
the disciplinary logic of surveillance while transforming its

operational form from architectural visibility to informa-
tional invisibility—thereby transforming surveillance into
a dispersed, automated, and informational process.

The super-panopticon emphasizes collection, stor-
age, and analysis of personal data. Control is exerted not
through physical observation but through the categorization
and manipulation of individuals via data profiles. Individu-
als in the super-panopticon are not simply disciplined into
conformity, they are rather constructed as a ‘data double’
through the data collected about them (Haggerty and Eric-
son 2000). This data shapes how institutions and other enti-
ties perceive and interact with individuals (Lyon 2007). For
example, Gandy (1993) showed in the ‘panoptic sort’ that
consumer surveillance began using database marketing to
produce discriminatory practices that targeted potentially
valuable customers and dismissed those consumers deter-
mined to be of little value those whom Zygmunt Bau-
man (2004) called ‘flawed consumers.’

Unlike the panopticon, where visibility is the key mecha-
nism of control, the super-panopticon functions more cov-
ertly. Poster (1990) argued individuals are increasingly
constituted as data—as ‘information subjects’—and moni-
tored not by human eyes but by computational systems. As a
result, individuals are often unaware of the extent or specif-
ics of the data being collected, analyzed, and used to make
decisions about them, shape their opportunities, or catego-
rize them in ways that affect their social and economic lives.
The rise of electronic communication technologies, such
as networked computers, credit card systems, and digital
media, facilitates the super-panopticon. These technologies
integrate surveillance into everyday life, making it pervasive
and embedded in routine activities. As Marx (1988) noted,
networked technologies are less visible, often involuntary
and transcend physical space and time through data storage,
retrieval, combination, analysis, and communication.

In summary, the super-panopticon highlights an impor-
tant shift from surveillance as a tool for disciplining (pano-
pticon), distracting (synopticon), or excluding (banopti-
con), into a mechanism for managing individuals through
their data, and manipulating behavior by shaping access,
classification, and opportunity. This development has sig-
nificant implications for privacy, data ownership, consent,
autonomy, and accountability. Historically, the super-pan-
opticon concept anticipated contemporary concerns about
big data, predictive analytics, and algorithmic governance,
where individuals are increasingly defined and controlled
by their digital footprints (Lu 2022). The super-panopticon
underscores how digital technologies transform power
dynamics—not by observing physical behavior in physical
spaces, but by monitoring and shaping individuals through
the collection and use of their personal data. This informa-
tional turn lays the groundwork for the next evolutionary
stage of surveillance—the algopticon—where algorithmic
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processes not only monitor but also autonomously decide
and intervene.

6 Algopticon: the algorithms watch
everyone

The algopticon provides a new framework for understanding
surveillance in the age of algorithmic and Al-driven govern-
ance. Coined by Rabih Jamil (2020) to describe Uber’s use
of Al tools, the concept captures how platforms like Uber
deploy artificial intelligence to produce a decentralized sys-
tem of continuous oversight, ranking, and discipline. Uber’s
algorithmic infrastructure predicts supply and demand at
scale while monitoring driver behavior—what Jamil calls a
form of ‘digital incarceration.” This mirrors how Amazon’s
warehouse workers are subjected to handheld scanner sur-
veillance (BBC News).

While the panopticon emphasizes visibility and uncer-
tainty, the algopticon operates on principles of constant cat-
egorization and certainty. Unlike the synopticon’s democra-
tization of the gaze or the banopticon’s focus on exclusion,
the algopticon integrates these dynamics through algorithms
that systematically track, classify, and act on data generated
by individuals and systems. And while the super-panopticon
centered on informational profiling through databases, the
algopticon involves real-time feedback loops where behav-
ioral data is not just stored but continuously acted upon. It is
not merely the storage of data, but its predictive operation-
alization that defines the algopticon. The algopticon sub-
lates these earlier surveillance paradigms: it preserves their
foundational mechanisms of observation, normalization, and
exclusion but transforms them into a new, automated form
of algorithmic governance that is more pervasive and pre-
dictive. This automated surveillance (Andrejevic 2019) has
given rise to post-disciplinary forms of surveillance, which
do not depend upon the internalization of the monitoring
gaze but rather coexist with traditional forms. Automated
data collection enables predictive analytics, thereby replac-
ing deterrence with pre-emptive intervention. In this sense,
the algopticon sublates the panopticon’s partial gaze—it pre-
serves its disciplinary logic while transforming it through
comprehensive, always-on sensing networks. Thus, the
algopticon reflects a shift from human observation to com-
putational processes, where algorithms continuously moni-
tor, rank, predict, influence, and modify behaviors based on
patterns in data (Zuboff 2019). For instance, by 2016, Face-
book’s FBLearner Flow machine learning algorithm was
making “more than 6 million predictions per second” (Dunn
2016). The power of the algopticon lies not in the visibility
of individuals, but in the visibility of their digital personas,
which are increasingly commodified (Crawford 2023).
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Unlike the human-centered gaze of the panopticon or syn-
opticon, the algopticon relies on computers and algorithms
to process information. This automation of surveillance is
operating at a speed and scale that humans cannot match
(Mayer-Schonberger and Cukier 2013). As algorithms work
in real time, their ability to analyze and predict outcomes
expands rapidly, offering unprecedented surveillance capa-
bilities and profit (Zuboff 2019).

A key feature of the algopticon is the datafication of
behavior. In this system, human actions and interactions
are converted into quantifiable data points (Mayer-Schon-
berger and Cukier 2013). Purchasing habits, social media
use, biometric data, and even physical movements contrib-
ute to an individual’s digital profile, facilitating predictive
analytics (Chaudhary et al. 2021). These data points form
the foundation of algoptic surveillance (Andrejevic 2019).
As a result, researchers can access and analyze data with-
out directly interacting with the individuals being studied.
This scientific method creates a distal and abstract relation-
ship between researchers and those subjected to research
as algoptic research is conducted at a distance, far removed
from the communities being studied (Crawford 2023).

The algopticon is fundamentally predictive. As exposure
of Facebook’s internal Al tools indicates (Biddle 2018),
algorithms use past behaviors and patterns to forecast future
actions, often aiming for pre-emptive control. For example,
Egbert and Krasmann (2019) found predictive policing tools
analyze data to identify crime hotspots or individuals likely
to reoffend, creating systems of pre-emptive surveillance.
But this predictive surveillance extends far beyond crimi-
nal justice into sectors, such as healthcare, finance, energy,
retail, and marketing (Valli 2024).

In the algopticon, surveillance is often invisible or
embedded in everyday systems. Social media, e-commerce
platforms, and health-tracking devices often collect data
without users fully realizing the extent of the monitoring
(Andrejevic 2014). The normalization of surveillance, facili-
tated by pervasive technologies, leads to what Andrejevic
(20044a, b) describes as the ‘banality’ of surveillance—where
watching and being watched becomes routine, with individu-
als internalizing it as part of daily life (Lyon 2018).

While users are often aware they are being monitored
through privacy policies or targeted advertisements, this
awareness does not equate to transparency. Users know
they are being watched but often do not understand how
or by who their data are used, categorized, or acted upon
(Pasquale 2015). For instance, a Pew Research Center
report (Auxier et al. 2019) found many Americans believe
their activities are tracked by companies and governments,
yet they feel largely powerless to control how their data
are collected or used, and they often don’t fully compre-
hend the specifics of data use or the entities involved.
This lack of transparency is a central feature of algoptic
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surveillance, where algorithms according to Pasquale
(2015) often function as ‘black boxes’ with limited
accountability or oversight.

The algopticon also perpetuates systemic inequalities
through biased algorithms (Kordzadeh and Ghasemaghaei
2021). For instance, hiring algorithms may replicate gen-
der or racial biases (Andrews and Bucher 2022), and pre-
dictive tools may disproportionately target marginalized
communities (Eubanks 2018; Noble 2018). Since these
biases are embedded within the algorithmic decision-
making processes, they amplify existing social inequali-
ties (O’Neil 2016).

All in all, the algopticon provides a critical lens with
which to understand how digital surveillance has become
ingrained in everyday life through decentralized and auto-
mated systems. Social media platforms like Facebook, Ins-
tagram, and X (formerly Twitter) epitomize the algopticon.
As research shows (Angwin et al. 2016a, b; Couldry and
Mejias 2019), these platforms track users’ interactions,
preferences, and networks to create detailed profiles that
can deliver hyper-targeted advertisements. Data-driven
advertising influences consumer behavior, including polit-
ical messaging (Hinds et al. 2020). For example, Face-
book’s algorithm was shown to influence users’ moods
through subtle manipulations (Tufekci 2015), particularly
targeting emotional vulnerabilities, especially among teen-
agers (Levin 2017). These platforms transform personal
communication into a site of algoptic surveillance, where
users unknowingly or knowingly participate in the extrac-
tion and commodification of their own data (Zuboff 2019).

Retail platforms and loyalty programs also demonstrate
the algopticon’s focus on behavioral modification through
digital categorization. Consumer behaviors are tracked
via purchasing patterns, online activity, and membership
histories, which shape personalized recommendations and
marketing strategies (Verhoef et al. 2010). Platforms like
Amazon, Netflix, and YouTube use data to predict user
preferences, turning consumption into a site of algoptic
surveillance (Helles and Flyverbom 2019).

Similarly, digital health initiatives, including wearable
devices and electronic health records, reflect the algopti-
con’s principle of embedding surveillance into daily life
(Gidaris 2019). By collecting biometric data and moni-
toring health metrics, these systems transform individu-
als into a ‘virtual self’ or ‘software self’ (Lyon 2007).
These devices track health metrics, which can then be
shared with insurers or healthcare providers to influence
treatment plans and premiums (Ajana 2017). COVID-19
tracking apps and vaccination passports exemplify how
data-driven systems categorize individuals based on health
status, affecting their movement and societal participa-
tion (Stacy and Rodriguez 2023). While these technologies
hold potential for improving healthcare, they also pose

risks to privacy, autonomy, and exploitation (Crawford
et al. 2015).

More broadly, ‘smart cities’ rely on interconnected digital
infrastructures to manage urban life in real-time, employing
surveillance systems like CCTYV, traffic monitoring, and pub-
lic Wi-Fi (Kourtit et al. 2017). Sherman (2023) terms this
urban Al-based system the polyopticon, which consists of a
distributed network of synthetic intelligences gathering vast
amounts of data to enhance urban efficiency. However, the
urban-focused algoptic gaze raises concerns about privacy
and civil liberties, as these systems often collect data with
little transparency or consent (Kitchin 2016). As Lu (2022:
2146) argues, “the right to data privacy cannot be assured
if individuals cannot understand how Al systems access,
assess, and intrude upon them.”

Moreover, law enforcement increasingly relies on data-
driven technologies to predict criminal behavior, reflecting
the algopticon’s focus on datafication for pre-emptive sur-
veillance. Predictive policing software aggregates crime data
to predict future incidents so that limited police resources
can be directed toward high-risk areas (Pearson et al. 2024).
Similarly, risk prediction tools influence bail and sentenc-
ing decisions (Barnes and Hyatt 2012), and are used to pre-
dict which individuals are most likely to be involved in gun
violence (Brayne 2017). However, these applications raise
concerns about reinforcing biases in the data and produc-
ing false positives, thereby further entrenching systemic
inequalities (Lum and Isaac 2016)—as shown by an investi-
gation into racial bias in predictive policing (Angwin et al.
2016a, b).

In educational and professional contexts, surveillance
technologies are used to track performance, attendance, and
behavior, impacting both students (Kumar et al. 2019) and
teachers (Heemsbergen et al. 2024). Educational algorithms
assess students’ academic progress, often directing them
toward targeted interventions. These technologies further
entrench algorithmic decision-making within sectors tra-
ditionally governed by human discretion, thereby creating
opportunities for algorithmic overreach and the deperson-
alization of education (Binns 2022). Likewise, workplace
surveillance increasingly relies on Al-driven tools, including
computer monitoring, email tracking, biometric recognition,
GPS tracking, and predictive analytics (Ball 2021). While
companies justify these practices for security, compliance,
and productivity, they raise ethical concerns about privacy,
autonomy, and employee well-being (Glavin et al. 2024).
These technologies illustrate how the algoptic gaze extends
surveillance into traditionally personal and professional
domains to reshape norms and boundaries around educa-
tion and employment.

As highlighted, the algopticon raises pressing ethical con-
cerns. The relentless and constant collection of data infringes
on individual privacy, often without informed consent. For

@ Springer



422

Al & SOCIETY (2026) 41:415-427

example, many digital services require users to agree to
lengthy, complex terms of service, which makes it difficult
to provide genuinely informed consent and to understand the
full extent of the surveillance done in-and-with one’s name.
Moreover, individuals often have no meaningful choice but
to accept data collection to use essential services (Schneier
2015). This means the commodification of personal data
challenges traditional notions of privacy, autonomy and con-
sent (Zuboff 2019). As Couldry and Mejias (2019) argued,
the datafication of personal information transforms privacy
from a right into raw material for profit (i.e., a commodity),
often bypassing genuine user consent.

In regard to algorithmic accountability, decisions made
by algorithms are often opaque, with limited recourse for
those negatively impacted (Tufekci 2015). Since decision-
making processes are often hidden from the public, regula-
tors and even those directly affected, it is difficult to chal-
lenge biased or unfair decisions (Pasquale 2015). This lack
of transparency in algorithmic decision-making undermines
trust in institutions and automated systems (O’Neil 2016).

Finally, access to and control over data is concentrated in
the hands of a few corporations and states, creating power
imbalances (Schneier 2015). These imbalances can exacer-
bate existing inequalities, as marginalized groups may be
disproportionately surveilled or excluded from opportunities
based on algorithmic decisions (Eubanks 2018).

Thus, the algopticon is a powerful framework for under-
standing how algorithmic technologies shape modern sur-
veillance. By integrating automated monitoring, predictive
analytics, and datafication, the algopticon moves beyond the
traditional forms of surveillance to create hyper-efficient
and pre-emptively reactive systems of governance. This
historical development reflects Hegel’s sublation process,
whereby earlier forms of surveillance are not entirely dis-
carded. Instead, they are preserved and transformed within
the algopticon. The panopticon’s disciplinary gaze, the syn-
opticon’s mass mutual observation, and the banopticon’s
exclusionary logic are all sublated into a more personalized,
predictive, opaque, and automated form of social control.

7 Surveillance in transformation: sublating
the opticons

The algopticon introduces a paradigm shift in surveillance
by both diverging from and building upon the prior key
‘-opticon’ concepts of panopticon, synopticon, banopticon
and super-panopticon. This historical shift can be framed
through the Hegelian concept of sublation: the algopticon
does not merely replace these earlier models but simul-
taneously negates, preserves, and transforms them into
a higher-order system. This section examines similarities
and differences among these frameworks, focusing on their
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mechanisms of surveillance, power dynamics, and societal
implications.

7.1 From panopticon to algopticon

The panopticon relies on centralized, visible surveillance
to create a state of internalized discipline. By contrast, the
algopticon decentralizes surveillance, embedding it within
algorithmic systems that operate invisibly in the background.
The algopticon sublates the panopticon: it preserves the
goal of behavioral control but transforms the mechanism
from human gaze to automated inference. The panopti-
con’s power lies in the prisoner’s awareness of the guard’s
potential gaze, which cultivates uncertainty. The algopti-
con, however, operates largely unseen, with its surveillance
embedded in algorithmic processes that pervade everyday
life. However, the algopticon does not eliminate uncertainty
entirely—it replaces the subject’s uncertainty (about being
watched) with a new uncertainty about how they’re being
profiled and acted upon. This invisibility is fundamental to
the control exerted by algorithmic surveillance. Whereas the
panopticon depends on human observation, the algopticon
automates surveillance, processing vast amounts of data at
scale (Crawford and Paglen 2019). Unlike the panopticon,
where human observers maintain authority, the algopticon
delegates surveillance tasks to algorithms, thereby reducing
direct human oversight.

Both systems aim to influence and modify behavior. In
the panopticon, the threat of observation ensures compli-
ance. The algopticon, by contrast, exerts control through
data categorization and predictive analytics, shaping behav-
ior by pre-emptively acting on perceived risks or preferences
(Brayne and Christin 2021). Algorithms predict and direct
individual actions before they occur, leveraging big data to
construct behavioral profiles (Andrejevic 2019). While the
panopticon raises concerns about autonomy and dignity, the
algopticon introduces additional ethical challenges, includ-
ing algorithmic bias and discrimination, lack of accountabil-
ity and transparency, and the commodification of personal
data (Saheb 2023). The opacity of algorithmic processes
prevents individuals from fully understanding or contesting
decisions made about them (Eubanks 2018; Noble 2018).

7.2 From synopticon to algopticon

The synopticon describes a society where the many watch
the few, particularly through mass media and celebrity cul-
ture. While the algopticon incorporates elements of distrib-
uted observation, it sublates the synopticon by preserving
its decentralized logic but repurposing it through automa-
tion and machine vision. The synopticon’s focus is on col-
lective observation of the few by the many, whereas the
algopticon involves many watching everyone as algorithms
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continuously analyze data from vast populations (Andreje-
vic 2014). Additionally, the synopticon relies on human
attention and media technologies, whereas the algopticon
operates through advanced computational systems (Tufekci
2015). Unlike traditional media-based observation, the
algopticon automates surveillance and analysis, using algo-
rithms to continuously monitor and categorize vast amounts
of data (O’Neil 2016; Zuboff 2019).

Regarding human agency, individuals in the synopticon
participate as watchers or watched, creating a dynamic inter-
play (Marwick 2012). The algopticon, by contrast, reduces
individual agency by making decisions based on data pat-
terns, often without the individual’s awareness or consent
(Couldry and Mejias 2019). Unlike the participatory nature
of the synopticon, where power is dispersed across society
(Peacock et al. 2023), the algopticon’s automated processes
diminish personal involvement, consolidating power in the
hands of those who control the algorithms (Srivastava 2023).

7.3 From banopticon to algopticon

The banopticon focuses on systematic exclusion, using sur-
veillance to determine who is included or excluded from
spaces, rights, or services. The algopticon sublates this logic
of exclusion: it retains the exclusionary function but embeds
it into ubiquitous, automated classification systems. While
the banopticon explicitly identifies and excludes individuals
deemed as threats, often in migration or security contexts,
the algopticon achieves exclusion subtly, using algorithms
to classify individuals into risk categories or deny access to
opportunities based on data profiles (Eubanks 2018; O’Neil
2016). This covert form of exclusion extends beyond physi-
cal borders to digital and social spaces, where algorithms
can restrict access to loans, jobs, or social platforms without
clear justification (Garcia et al. 2024).

Whereas the banopticon operates in targeted contexts—
such as border control or counterterrorism—the algopticon
is far broader, encompassing all aspects of life as it con-
tinuously collects and analyzes data to predict and influence
personal and public behavior (Zuboff 2019). The banopti-
con’s decisions may be overt, such as the denial of entry or
asylum, whereas in the algopticon, exclusion often occurs
covertly, such as algorithms rejecting a job application or
denying credit based on opaque criteria (Eubanks 2018;
O’Neil 2016).

7.4 From super-panopticon to algopticon

The super-panopticon and the algopticon both theorize the
evolution of surveillance in the information age, yet they
differ in their emphasis on algorithms, predictive processes,
and ethical challenges. Both frameworks move beyond the
architectural visibility of the panopticon by shifting toward

decentralized, data-driven surveillance. The algopticon sub-
lates the super-panopticon: it builds upon its foundational
logic but transforms it into a more dynamic, automated, and
anticipatory regime. In the super-panopticon, databases and
networks operate as invisible yet omnipresent mechanisms
of control, embedding surveillance into mundane systems
like credit scoring and communication networks (Simon
2005). Similarly, the algopticon relies on algorithmic pro-
cesses diffused across platforms, making surveillance less
visible yet more intrusive. The opacity of surveillance in
both frameworks means individuals rarely comprehend how
their data are collected, analyzed, or used to shape their lives
(Lu 2022; Noble 2018).

Both rely on data-driven control, where power emerges
from collection, categorization, and analysis of personal
information (Andrejevic 2019). The super-panopticon con-
structs individuals as ‘data subjects,” shaping their identities
based on stored information. The algopticon extends this
process by actively using algorithmic predictions to reshape
subjectivities, influencing behaviors based on anticipated
futures rather than just past actions (Brayne and Christin
2021).

Despite these similarities, the algopticon introduces
unique features. Whereas the super-panopticon centers
on retrospective categorization—analyzing stored data to
enforce discipline—the algopticon prioritizes predictive
surveillance (Zuboff 2019). Algorithms anticipate and pre-
empt future actions, shifting control from interpreting past
behaviors to influencing future possibilities through the
very subtle modification of behavior (ibid). This predictive
capacity alters power and agency dynamics (Saheb 2023).
Additionally, the super-panopticon relies on human actors
to interpret and act on data, while the algopticon automates
decision-making, often with minimal human oversight
(Crawford and Paglen 2019). This shift raises pressing
concerns about accountability, bias, and transparency that
are less pronounced in the super-panopticon (Couldry and
Mejias 2019; Srivastava 2023).

The scale and the pervasiveness of the algopticon exceed
those of the super-panopticon. While the latter operates
through identifiable technologies like credit systems, the
algopticon integrates into nearly every facet of life, from
personalized advertising to predictive policing and smart
cities (O’Neil 2016). Its operations are frequently opaque,
amplifying ethical concerns about autonomy and discrimina-
tion beyond the privacy-focused issues associated with the
super-panopticon (Garcia et al. 2024).

The algopticon therefore represents a new stage in sur-
veillance theory, best understood not as a rupture but as a
sublation of prior surveillance architectures. The super-
panopticon laid the groundwork for understanding digital
surveillance, focusing on data collection within electronic
communication systems. The algopticon extends these ideas
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by incorporating algorithmic automation, predictive analyt-
ics, and the restructuring of social control. While the super-
panopticon captured the early stages of information-driven
surveillance, the algopticon represents a more technically
advanced evolution by highlighting how algorithms and arti-
ficial intelligence now shape behavior, decision-making, and
power structures in a data-saturated world.

8 Conclusion

Surveillance has always reflected the power dynamics
and technologies of its era. From visibility and discipline
(panopticon), to mass mutual observation (synopticon),
exclusionary risk sorting (banopticon), and database-driven
normalization (super-panopticon), surveillance has histori-
cally mirrored its technological and political contexts. The
algopticon builds upon these foundations while introducing
a new paradigm. Like the super-panopticon, it decentralizes
observation, embedding surveillance into everyday systems.
However, the algopticon extends beyond data storage and
categorization to prediction and pre-emption, replacing
deterrence with proactive control. Unlike the panopticon’s
reliance on visibility, the algopticon operates largely invis-
ibly yet pervasively. In contrast to the synopticon’s human
gaze, the algopticon automates observation, thereby free-
ing it from the limitations of human attention. And while
it shares the exclusionary mechanisms of the banopticon,
the algopticon expands exclusion to all aspects of life, from
economic opportunities to digital participation. What distin-
guishes the algopticon is its scale, automation, and speed—
processing vast data flows in real time to continuously shape
behavior before it happens.

A defining feature of the algopticon is its predictive
nature, enabled by vast computational power and the com-
modification of personal data. This shift from uncertainty to
algorithmic certainty raises critical ethical concerns, includ-
ing bias, opacity, transparency, accountability, inequality,
and the erosion of privacy and autonomy. The algopticon
envisions a society where control is systematic, pervasive,
and predictive, shaping not just present actions but also
modifying future possibilities and outcomes. While algorith-
mic predictions promise precision and efficiency, they often
obscure how certainty is manufactured—reinforcing rather
than correcting the biases and inequalities of existing data.

Hegel’s concept of sublation helps us to better grasp the
algopticon’s significance. The algopticon sublates panopti-
con, synopticon, banopticon, and super-panopticon. It does
not discard their logics but transforms them—preserving
disciplinary aims while embedding them in automated,
predictive infrastructures. This dialectical movement justi-
fies the algopticon as a distinct analytical category. It marks
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a qualitative shift in the architecture of observation and
control.

As surveillance technologies continue to evolve, the
algopticon challenges traditional notions of power and con-
trol, highlighting the need for urgent attention from scholars,
policymakers, and civil society. Addressing the profound
implications of data-driven and algorithmic surveillance
requires robust frameworks that promote transparency,
accountability, and ethical data use to prevent technologi-
cal advances from entrenching inequality or diminishing
personal freedoms. This demands not only critical theory
but also regulatory innovations, such as algorithmic impact
assessments, data transparency protocols, stronger data pri-
vacy protections, and digital rights charters.

The algopticon is obviously not the endpoint of surveil-
lance evolution, but rather the latest chapter in an ongoing
dialectical narrative. Future socio-technical developments
will further transform how individuals are watched, catego-
rized, and controlled, underscoring the need for vigilance
and proactive engagement in shaping surveillance systems.
As surveillance extends beyond the physical to the digital,
political, psychological and emotional realms, addressing
disparities in power and access to information is imperative.
If left unchecked, the algopticon risks naturalizing opaque,
automated forms of domination. To resist this, we must
not only analyze surveillance, but actively shape its future
through democratic, ethical, and transparent interventions
(Zuboft 2019).
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